Abstract-The problem of force-reflecting teleoperation over Internet protocol networks is addressed. The existence of time-varying communication delay and the possibility of data losses are taken into consideration. Since significant data loss may result in discontinuity of the reference trajectory transmitted through the communication channel, the proposed control scheme includes a filter that provides a smooth approximation of a possibly discontinuous reference trajectory. The stability of the overall system is guaranteed by a version of the input-to-output stable small-gain theorem for functional differential equations. If the communication delay in the forward channel is an "approximately smooth" function of time, the proposed scheme guarantees that the slave manipulator tracks the delayed trajectory of the master within a prescribed small error.
I. INTRODUCTION
Bilateral (or force-reflecting) teleoperation is a challenging area of modern technology with a number of traditional and potential applications, including space and undersea exploration, handling of hazardous materials, high-precision assembly, and robotic telesurgery [1] . Recently, essential research interest has been attracted by using the Internet as a communication medium for teleoperation [2] - [6] . Use of the Internet for communication between remote parts of a telerobot provides obvious benefits in terms of low cost and availability. However, at the present time, communication over the Internet is characterized by an unpredictable performance such as possible data losses, strong variations of transmission delays, and available bandwidth constraints. It is a well-known fact that, for example, the existence of even a constant time delay in the communication channel may cause the instability of the force-reflecting teleoperator system [7] . To date, several types of control schemes that overcome the delayinduced instability are proposed. These schemes are based on passivity and wave variables [8] - [11] µ-synthesis [12] , shared compliant control [13] , adaptive motion/force control [14] , and some other principles (for references and comparative analysis of different schemes, see a survey paper [15] ). Some of these schemes allow to achieve independent-of-delay (IOD) stability [16] . However, in the abovecited works, the stability problem is addressed under the assumption of a constant (and, in some cases, known) time delay, which is, in general, not the case for the teleoperation over the Internet. Indeed, the communication delay may be known and constant or vary very little only in some exceptional cases [for example, when a network with guaranteed quality of service (QoS) is utilized, where there are no network congestions or node failures]. In the general situation, however, the communication delay is time varying. Moreover, the characteristics of delay variations are usually unknown, because it is almost impossible to obtain the exact model of the Internet communication between the two parts of teleoperator. Another important feature of the Internet-based teleoperation is the possibility of data packet losses. When a congestion occurs in the network, and some packets are lost, it may be advantageous to discard the old packet and transmit a new one that contains the recent information (see, for example, [17] ). If a significant amount of data is dropped, it may result in discontinuity of the reference trajectories and the forces transmitted between the master and the slave. To date, only a few research addressed the problem of bilateral teleoperation in the presence of time-varying communication delay and possible data losses.
In particular, extensions of the schemes proposed in [8] and [9] to the case of time-varying communication delay are presented in [4] and [18] , respectively. In [19] , the wave variables approach combined with prediction algorithms is applied to teleoperation with time delay, where the variations of delay are considered as disturbances. In [3] , a control scheme that stabilize the system for slowly varying time delay is presented, while the fast variations of time delay (jitter) and minor data losses are compensated by an asymptotic Kalman filter. In [6] , both delay variations and random packet losses are compensated by using a combination of buffering mechanism and a predictor. To the best of our knowledge, the problem of stability and tracking performance of force-reflecting teleoperator systems in the presence of significant data losses was not addressed in the literature.
In this correspondence, we address a problem of force-reflecting teleoperation in the presence of time varying possibly unbounded delay in the communication channel and data losses. We introduce a control scheme that guarantees IOD stability of the overall system. Additionally, under the assumption that the delay function is "approximately smooth," which may correspond to insignificant data loss, the proposed scheme guarantees tracking properties of the slave manipulator with respect to delayed master's trajectory. The important feature of the scheme proposed is that it incorporates a "dirty-derivative" filter on the slave side. The purpose of introducing this filter is twofold. First, if significant data loss occurs during the communication between the master and the slave, this may result in discontinuity of the reference trajectory on the slave side. In this case, the proposed filter operates as a "governor" providing a smooth approximation of the discontinuous reference trajectory. On the other hand, if the delay function is "approximately smooth" (more precisely, satisfies Assumption 3 of Section II-C), the proposed filter works as an observer giving estimates for the velocity and accelerations of the delayed master's trajectory. The stability as well as tracking properties of the overall scheme is investigated using a modified version of the input-to-output stable (IOS) small-gain theorem for functional differential equations previously proposed in [20] .
The correspondence is organized as follows. The mathematical model of the teleoperator system is described in Section II. The control scheme is introduced in Section III. In Section IV, our main results are presented. Computer simulations of the proposed control scheme are presented in Section V, while the conclusions are given in Section VI. Appendix A contains a formulation of the IOS small-gain theorem for functional differential equations, which is our main tool for the stability analysis of the proposed teleoperation scheme. Finally, proofs of the main results are given in Appendix B.
II. MATHEMATICAL MODEL OF THE TELEROBOTIC SYSTEM

A. Master and Slave Manipulators
Let us consider a teleoperator system where both the master and the slave are n-degrees-of-freedom (DOF) manipulators described by Euler-Lagrange equations of the form n is a force applied by the human operator to move the master manipulator, f e ∈ R n is the contact force due to the environment applied to the slave, andf e ∈ R n is the force applied to the motors of the master that reflects the contact force due to the environment on the slave side. Finally, u m , u s ∈ R n are the control inputs of the master and the slave, respectively. It is assumed throughout the correspondence that the dynamics of the master and the slave manipulators (1), (2) 
B. Environment
In this correspondence, we assume that the environment in contact with the slave can be described as an unknown dynamical system satisfying the so-called input-to-output stability condition [22] . More precisely, our assumption is stated as follows.
Assumption 1: There exist γ f ≥ 0 and γ e ≥ 0 such that the contact force due to the environment f e (t) satisfies the following two properties: 1) uniform boundedness: there exists C ≥ 0 such that for any
2) convergence:
Here, q s (t) andq s (t) are the state variables (position and velocity) of the slave manipulator and f ext is an arbitrary measurable essentially bounded function that represents an equivalent of all external forces imposed on the environment. In the above formulas and throughout the correspondence, sup (inf) stands for "essential supremum" ("essential infimum").
C. Communication Protocol, Communication Delay
The information about the master's position is sent through the communication channel to the remotely located slave with communication delay τ f (·), i.e., the signal
is available on the slave side. On the other hand, the contact force due to the environment is transmitted back from the slave to the master over the communication channel with communication delay τ b (·), i.e., the signalf
is sent to the motors of the master. When teleoperation is performed over the Internet, the communication delays τ f (·) and τ b (·) can be very irregular, which creates additional problems for the stability analysis of the teleoperator system. Below, we consider two different assumptions on communication delays τ f (·) and τ b (·), under which the stability and the tracking results will be proven. In both cases, however, our assumptions admit time-varying, discontinuous, and possibly unbounded communication delays. First, the stability of the teleoperator system is addressed under the following assumption on communication delays
b} is a Lebesgue measurable function with the following properties:
Remark 1: Assumption 2 is of a very general nature. Indeed, part 1) of the assumption simply means that the time delay cannot grow faster than the time itself. It is interesting to note that Assumption 2, 1), is satisfied for any communication channel/communication protocol where a signal received is applied to a telerobot and not discarded until a fresher (more recently sent) packet arrives. Thus, satisfaction of Assumption 2, 1), can be guaranteed by certain simple features of the communication protocol without imposing any restrictions on the actual delay in the communication channel, which, in particular, can be a statistically distributed variable. On the other hand, part 2) of Assumption 2 is nothing more than the existence of communication between two parts of a telerobot. Roughly speaking, it simply means that the communication is not totally lost on a semiinfinite time interval. It is worth noting that Assumption 2 does not specify any model, deterministic or stochastic, of the communication channel. In particular, no restrictions are imposed on the maximal value of communication delay, statistical distribution of communication delay, or percentage of packets lost.
In this correspondence, we present a control scheme that guarantees the stability of the teleoperator where delays in both the forward and backward channels satisfy Assumption 2. However, to show that the slave tracks the (delayed) master trajectory, one needs to impose a stronger assumption on communication delay τ f (·) in the feedforward channel. Indeed, "significant" discontinuity of the communication delay τ f (·) generally results in discontinuous reference trajectory for the slave manipulator for which rigorous tracking results cannot be obtained. Thus, to deal with the tracking problem, one should assume that discontinuity of the communication delay function is limited in some sense. To introduce such an assumption, let us consider the model of the forward communication channel given aŝ
Here, τ f (·) is the communication delay in the forward channel, which is now assumed to be smooth enough, while ∆q m (t) is a possibly discontinuous function that represents disturbances in the communication channel. Thus, we assume that the "nominal" communication process can be described by a smooth communication delay function τ f (·), while all the discontinuities are considered as disturbances. These disturbances may correspond to discretization, jitter, packet loss, etc. In the following, we will consider the tracking problem under the assumption that the disturbances are sufficiently small. More precisely, let us introduce the following assumption. Assumption 3: The forward communication delay τ f : R → R + is a continuously differentiable function of time t with the following properties:
Furthermore, the disturbance term ∆q m (·) is a Lebesgue measurable function satisfying
Informally, we will say that the communication delay τ f (·) is "approximately smooth" if it satisfies Assumption 3 with sufficiently small b > 0.
III. CONTROL SCHEME
In this section, let us present our control strategy for the forcereflecting teleoperator system. The control scheme consists of local controllers on the master and the slave sides. The control algorithm for the master manipulator is given as
where K m ∈ R n×n and Λ m ∈ R n×n are symmetric positive definite matrices. On the other hand, the control algorithm for the slave manipulator is given aṡ
where K s ∈ R n×n and Λ s ∈ R n×n are symmetric positive definite matrices, α 0 and α 1 are positive constants such that the roots of p(s) = s 2 + α 1 s + α 0 have negative real parts, and g > 0 is a constant. Remark 2: It is easy to see that the control algorithm for the slave manipulator includes a "dirty-derivative" filter (10), (11) . The purpose of introducing the filter (10), (11) into the control algorithm is twofold. First, when the reference signalq m is "approximately smooth" (which generally corresponds to the case of using a reliable communication protocol and a buffer), the filter works as a (reduced-order) observer providing estimates for the time derivatives (first and second) of q m . On the other hand, when the reference signal is discontinuous (which may happen if the communication protocol admits data packet losses), the filter (10), (11) operates as a "governor"(see, for example, [23] ), providing a smooth approximation of a possibly discontinuous reference trajectoryq m .
IV. MAIN RESULTS
In this section, we address the stability/tracking properties of the bilateral teleoperation scheme proposed. First, in Section IV-A, we study a general situation where the communication delays in both forward and backward directions satisfy Assumption 2, and show that the overall system is stable. On the other hand, in Section IV-B, it is additionally assumed that the communication channel in the forward direction satisfies Assumption 3 with sufficiently small b > 0. Under this assumption, additional tracking properties are guaranteed.
A. General Case: Communication Protocol Without Retransmission
In this subsection, we address the general situation where the communication between the master and the slave manipulators is performed over an unreliable communication channel. In fact, in many telerobotic applications, it may be desirable to always transmit the most recent available information about the master's position to the slave side. In this case, if some packets of information are lost during the transmission, they are usually not sent again. In general, this results in the discontinuity of the communication delay function, which may imply the discontinuity of the reference trajectory for the slave manipulator. Although, in this case, perfect tracking cannot be achieved because of such a possible discontinuity of the reference trajectory, however, as shown below, the proposed control scheme guarantees the overall stability, which is uniform with respect to time delay in the communication channel. To formulate the result, let us introduce a set of state variables as
The main result of this subsection is given in the following theorem. Theorem 1: Consider the force-reflecting telerobotic system (1), (2), (5), (6) under the controls (9)- (12) . Suppose the contact force due to the environment f e satisfies Assumption 1. Furthermore, suppose the delays τ f (·) and τ b (·) in both the forward and the backward communication channels (5), (6) 
B. "Approximately Smooth" Communication Delay in the Forward Channel
In this subsection, we study the stability and tracking properties of the controlled telerobotic system under the assumption that the communication protocol in the forward communication channel (from the master to the slave) guarantees "approximately smooth" transmission of the information through the channel. More precisely, we assume that the function τ f (·) that represents the communication delay in the forward channel satisfies Assumption 3. Such a property can be guaranteed, for example, by using a reliable communication channel/communication protocol and a buffering mechanism on the slave side, as in [6] . For this case, let us introduce some additional notation. Denotê
Roughly speaking,q a m andq a m represent the master position delayed by a "smooth component" of the communication delay and its time derivative, respectively. In this case, it is convenient to choose the state of the telerobotic system as 
Below, we use the following standard definitions [24] . A continuous function α :
, is said to belong to class K (α ∈ K) if α(0) = 0 and it is strictly increasing. Furthermore, a function α ∈ K is said to belong to class K ∞ (α ∈ K ∞ ) if α(r) → +∞ as r → +∞. The main result of this section can be formulated as follows.
Theorem 2: Consider the force-reflecting teleoperator system (1), (2), (5), (6) (14) is ISS in the sense of Definition 1 (see Appendix A) with restriction (∆ x , ∆ u ) and offset δ ≥ 0 satisfying δ ≤ γ δ (lim sup t→∞ |∆q m |) for some γ δ ∈ K; 2) the IOS gain with respect to output (17) is less than or equal to γ y .
Remark 3:
The results of Theorem 2 can be given the following interpretation. In addition to the input-to-state stability of the overall system, an arbitrarily precise tracking can be obtained by appropriate choice of the feedback matrices and the filter constant g. More precisely, for a given maximal magnitude of the external forces, and a sufficiently small level of disturbances in the forward communication channel, the following two properties of the closed-loop teleoperator system can be guaranteed uniformly for all τ f (·) and τ b (·) by an appropriate choice of the feedback matrices K m and K s and the filter constant g: 1) the dirty-derivative filter gives an arbitrary precise estimate of the delayed trajectory of the master; and 2) the slave manipulator tracks the trajectory provided by the dirty-derivative filter with an error less than or equal to a prescribed bound.
Remark 4: The important question is how robust the proposed scheme with respect to different type of disturbances. Note that, by definition of IOS/ISS properties, the system's trajectories remain bounded for any force disturbances essentially bounded with an arbitrary finite bound. Generally speaking, it is previously shown [25] that the input-to-state stability property is inherently robust with respect to different types of perturbations. Therefore, one should expect that in the presence of sufficiently small disturbances of any kind, the system will inherit the IOS (ISS) properties.
V. SIMULATIONS
In this section, some results of simulations of a teleoperator system with the proposed control scheme are presented. We have studied a force-reflecting telerobotic system, where both the master and the slave are identical 2-DOF manipulators described by the Euler-Lagrange equations (1), (2) with H m (q) = H s (q) ∈ R 2×2 , where C m (q,q) = C s (q,q) ∈ R 2×2 , where
and G m (q) = G s (q) ∈ R 2 , where
and the parameters are m 1 = 10 kg, m 2 = 5 kg, l 1 = 0.7 m, l 2 = 0.5 m, and g = 9.81 m/s 2 . The forces (torques) applied by a human operator to the master manipulator are plotted in Fig. 1 . When the slave follows the resulting trajectory of the master, it hits an obstacle that is located at x = 0.2 m. The x-component of the contact force due to contact with the obstacle is described by
where B ≥ 0 and K ≥ 0 are damping and stiffness coefficients, respectively. In the simulations below, we consider both the contacts with a soft (K = 100 N/m) and a rigid (K = 10 000 N/m) environment, respectively. In both cases, we put B = 1 N · s/m. The parameters of the control law for the master manipulator (9) are set to be K m = 5 · I 2×2 and Λ m = 5 · I 2×2 , while for the slave manipulator, the parameters of the control law (10)- (12) , are given as follows: K s = diag{10, 5}; Λ s = diag{2, 1}; α 0 = 1; α 1 = 2; and g = 10.
An example of our simulations is presented below. In this example, the communication delay function is chosen as a sum of a discontinuous repeating sequence and a white noise band limited by a zero-order hold with a sampling period of 0.1 s, as shown in Fig. 2 . The corresponding simulation results for soft (K = 100 N/m) and rigid (K = 10 000 N/m) environments are presented in Figs. 3-6 , respectively. In particular, x-components of the master and the slave trajectories as well as the x-component of contact force due to the environment are shown in Fig. 3 for low-stiffness and in Fig. 5 for high-stiffness environment. In Figs. 4 and 6 , the corresponding trajectories of the master and the slave in the joint space are shown as well as the corresponding ξ 1 trajectories of the dirty-derivative filter (10), (11) . From the simulation results presented, one can see that the closed-loop teleoperator system demonstrates stable behavior during contact with both soft and rigid environments. Moreover, the teleoperator system shows good tracking properties along pieces of trajectories that correspond to motion in free space.
VI. CONCLUDING REMARKS
In this correspondence, the problem of force-reflecting teleoperation over IP networks is addressed. Taking into account time-varying communication delay and possible data packet loss, we propose a control scheme that guarantees the stability of the overall system. In the case where the communication delay in the forward channel is "approximately smooth" (more precisely, satisfies Assumption 3 with sufficiently small b ≥ 0), the proposed scheme also guarantees that the slave tracks the delayed master trajectory with an error bounded by a prescribed constant. A possible extension of the proposed scheme may incorporate some sort of a force control algorithm on the slave side, which may improve the performance of teleoperation. On the other hand, the master control algorithm can also be modified to incorporate an estimate of the remote environment dynamics, as in [26] . These will be topics for future research.
APPENDIX A INPUT-TO-OUTPUT STABILITY FOR FUNCTIONAL DIFFERENTIAL EQUATIONS (FDES) AND THE IOS
SMALL-GAIN THEOREM [20] For the purpose of stability analysis of the telerobotic system with communication delay, we need to establish a specific IOS small-gain result that guarantees stability of a feedback system with components connected through time-varying delay blocks. An appropriate mathematical object that describes such an interconnection is a system of FDEs. We follow standard notation (see, for example, [27] ). Given a 
, where s ≥ 0. Consider a system of FDEs with l inputs and r outputs of the forṁ
Here, x is the state, u {i} , i ∈ {1, . . . , l}, are the inputs, and y {j} , j ∈ {1, . . . , r}, are the outputs. It is assumed that both F and H are continuous operators in x t and u t . In particular, this guarantees the existence and uniqueness of solutions as well as the continuous dependence of the solutions in x t and u t [27] .
The following definition presents a version of the notions of inputto-output stability (see [22] ) and input-to-state stability [28] specified for multiinput multioutput systems of FDE. A close definition of input-to-state stability for FDE was introduced in [29] . The following version of the IOS small-gain theorem [20] is our main tool in establishing the stability results for the telerobotic system.
Theorem 3: Consider two systems of ordinary differential equations of the form
and
Suppose τ f , τ b : R → R + satisfies Assumption 2. Furthermore, suppose the inputs and outputs of the systems Σ 1 and Σ 2 satisfy the following constraints
for t ≥ 0, j ∈ {1, 2}. Suppose also 1) subsystem Σ 1 is IOS, i.e., there exist β
2) subsystem Σ 2 is IOS, i.e., there exist
, γ 2w ∈ K, j = 1, 2, and C 2 ≥ 0, such that for all t 0 ∈ R
3) there exists ∆ s > 0 such that the following small-gain condition holds
Suppose ∆ x , ∆ w > 0 satisfy
Then the system (19), (20) subject to constraints (21) and (22), with inputs w 1 and w 2 , and outputs y 
APPENDIX B PROOFS OF THEOREMS 1 AND 2
In this section, proofs of Theorems 1 and 2 are given. The section is organized as follows. First, in Appendix B-1, we present several preliminary results that are utilized in both the proofs of Theorems 1 and 2. Then, the proof of Theorem 1 is completed in Appendix B-2. Finally, the proof of Theorem 2 is presented in Appendix B-C.
A. Some Preliminary Results
First, let us formulate a proposition that is utilized in the proofs of both Theorems 1 and 2. Substituting the control law (9) into the equations of the master manipulator (1), and using the variable e m = q m + Λ m q m , we get the following equations of the closed-loop master subsystem in terms of state variables q m and e m :
Consider a new set of state variables
T by the following nonsingular coordinate transformation:
The two inputs of the master subsystem (31), (32) are
Let us define two outputs for the system (31), (32)
In [20] , the following proposition is presented, which describes the IOS properties of the closed loop master subsystem (31), (32). 
Since the matrix H m (q m ) is positive definite for all q m ∈ Q m [21] , it can be easily checked using (33) that there exist α 1m > 0, α 2m > 0, and α 1 ≤ α 2 such that
Calculating the time derivative of V m along the trajectories of the closed-loop master subsystem, taking into account the skew symmetry ofḢ m − 2C m (see [21] ), and completing the squares, one can get that the estimatė 
for all s ∈ (0, ∆ s ), where ∆ s ∈ (0, +∞) is a sufficiently large constant dependent on restrictions ∆ x and ∆ u . We see that, since the gain γ {1} m > 0 can be assigned arbitrarily small, (54) can always be met. On the other hand, taking into account (36), we see that, for any ∆ s ∈ (0, +∞), (55) can be satisfied by assigning γ [q m →fe] > 0 to be sufficiently small. Moreover, using simple but tedious calculations, one can check that the IOS gains from the "inputs" ξ, f ext , q m , andq m to the output (17) can be assigned arbitrarily small by choosing γ s > 0 and γ [q m →fe] > 0 to be sufficiently small. Finally, by definition of the ISS gain, the offset due to input ∆q m satisfies δ ≤ γ δ (lim sup t→+∞ |∆q m |), where γ δ (·) ∈ K is the corresponding ISS gain. This completes the proof of Theorem 2.
